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One click away

Why outbound email is your
biggest security risk
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of organizations suffered email
breaches in the last 12 months

Top causes of outbound email data breaches:

79% 80% 80%

wrong recipient wrong file replied to spear
added attached phishing attacks

On average, organizations experienced
180 incidents involving sensitive data.
That's one every 12 working hours.

And the threat's getting bigger

Remote working and
social distancing has
increased outbound

email traffic

94%, of organizations are sending more emails

Saw a
Increase

Saw a 76-100%
INncrease

This breaks down to:

Saw a 51-75%
INCcrease

Saw a 26-50%
INncrease

11n 2 organizations
have seen a 50% increase

Top factors in email data breaches
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What impact do these breaches have?
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Faced Financial suffered were investigated
repercussions reputational damage by regulators

And employees are

””\ Inover 1/4 of cases, the
suffering too:

person responsible was fired

It's a perfect storm -
and it's only getting worse
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Domain A UNSAEE You don’'t normally send
financial details to John C.
s this email meant for
John D instead?

We need machine
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